55 42 35 12 ] mofF ¥ W Vol.42 No.12
2021 F 12 H Journal on Communications December 2021

HETF Bartlett 1% 52 F #1865 E M =14

i'}’iﬂ% 1,2, %Hﬂ 1,2
L UPURA B K M 2 a2, WAL s 430072; 2.0 sUPURZ RS B2 AT B M E fses s, widt sl 430072)

W OE: b TR B EE VA (TVLA) BoRIEAT MG M B A I AT, W2 DhREREAS (Jil e B SCRBEAL A
30 I ZE RBNET, ¢ RIAE RIS LA T RE S EOTA BRI ) 8. JE T, SRR REARAE S
2258 ST 75 e v R AL, ETT AR H T Bartlett 224328 F ARS8 1t 5% VP4 (Bartlett-F 245 ) /5% . 7F Bartlett-F
g, K Bartlett A% FH T8 25 5 /N T 5 28 22 e (M THFEAE AR DU UOlmAS 1), 6 2 02K F RG34 72 5%
KT 225 S D FEREAR DA o DPAil BB B PR ) R, AERG S R, 25 P (/N TR, WA HER . Seubas SRR,
I 2E N T T 2 25 5, Bartlett K560 P AE/N T BB BT FEA R 1.5X10%, 17 ¢ A 560 000 75 2 5 K AOAE AR
B, YHEERNTIHEERN, K P E/NTBRIERIIREARR 2.0x10%, 1 FRSIHEARNN
14 1/10 o [Hitt, Bartlett-F K% ol LA ¥ TVLA AT M B A I o 477 1) il L

FKHEIR: WMHEEASI; Bartlett #558; F S WM EMETAEA; 8%, WEESRS

PESES: TP309

SCERFRIRAD: A

DOI: 10.11959/j.issn.1000—436x.2021235

Side channel leakage assessment with the
Bartlett and multi-classes F-test

WANG Yaru'?, TANG Ming'*

1. School of Cyber Science and Engineering, Wuhan University, Wuhan 430072, China
2. Key Laboratory of Aerospace Information Security and Trusted Computing, Wuhan University Ministry of Education, Wuhan 430072, China

Abstract:In order to solve the problem that when test vector leakage assessment (TVLA) technology is used for side
channel leakage detection, the mean difference between the two groups of power consumption samples (fixed plaintext
and random plaintext) is small, and the t-test may miss detection and lead to false negative evaluation. The Bartlett and
multi-classification F-test side channel leakage assessment method (Bartlett-F test) was proposed. In the Bartlett-F test,
the Bartlett-test was used to the power samples with greater variance difference than mean difference to solve the prob-
lem of missing detection, and the multi-classification F-test was used to the power samples with greater mean difference
than variance difference to solve the problem of false negative evaluation. In the test, there is leakage if the P-value is less
than the threshold. The experimental results show that when the mean difference is less than the variance difference, the
sample size required by Bartlett-test is 1.5x10* when the P-value of Bartlett-test is less than the threshold, while the sam-
ple size required by t-test is larger. When the variance difference is less than the mean difference, the sample size required
by t-test is 2.0x10% when the P-value of t-test is less than the threshold, while the sample size required by F-test is only
1/10 of t-test. Therefore, Bartlett-F test can solve the problems of TVLA technology in leak detection.
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